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ABSTRACT

Introduction: the convergence of blockchain, the metaverse, and artificial intelligence (Al) has generated
significant transformations in the management of privacy, security, intellectual property, and freedom of
expression in digital environments. This research explored the technical, legal, and ethical implications
arising from this technological interaction.

Method: a systematic review of scientific literature published between 2022 and 2024 was conducted,
selecting 35 studies indexed in databases such as IEEE Xplore, Scopus, and arXiv. A qualitative-quantitative
approach was applied to categorize findings into comparative matrices and analyze patterns, regulatory
gaps, and proposed solutions.

Results: the findings indicated that blockchain reduces impersonation by 60 % but presents scalability
challenges. Al improved the detection of harmful speech (AUC-ROC: 0,91), albeit with cultural biases. In
intellectual property, NFTs offered greater authenticity (8 = 0,76), but collaborative works lacked sufficient
traceability. Hybrid solutions proved effective against unfair censorship.

Conclusions: it was concluded that no single technology is sufficient; multi-layered architecture is
recommended that integrates blockchain as an audit layer, Al as an adaptive mechanism, and DAO governance
for the metaverse, under interoperable and ethically sound legal frameworks.

Keywords: Blockchain; Metaverse; Artificial Intelligence; Privacy; Intellectual Property; Freedom Of
Expression.

RESUMEN

Introduccion: la convergencia entre blockchain, metaverso e inteligencia artificial (IA) ha generado
transformaciones significativas en la gestion de la privacidad, la seguridad, la propiedad intelectual y la
libertad de expresion en entornos digitales. Esta investigacion explord las implicaciones técnicas, legales y
éticas derivadas de dicha interaccion tecnologica.

Método: se realizo6 una revision sistematica de literatura cientifica publicada entre 2022 y 2024, seleccionando
35 estudios indexados en bases de datos como IEEE Xplore, Scopus y arXiv. Se aplicé un enfoque cualitativo-
cuantitativo para categorizar hallazgos en matrices comparativas y analizar patrones, vacios regulatorios y
propuestas de solucion.

Resultados: los hallazgos indicaron que blockchain reduce en un 60 % la suplantacion de identidad, pero
presenta desafios de escalabilidad. La IA mejoro la deteccion de discursos nocivos (AUC-ROC: 0,91),
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aunque con sesgos culturales. En propiedad intelectual, los NFTs ofrecieron mayor autenticidad (8 = 0,76),
pero las obras colaborativas carecieron de trazabilidad suficiente. Las soluciones hibridas mostraron
efectividad frente a la censura injusta.

Conclusiones: se concluyé que ninguna tecnologia es suficiente por si sola; se recomienda una arquitectura
multicapa que integre blockchain como capa de auditoria, IA como mecanismo adaptativo y gobernanza DAO
para el metaverso, bajo marcos legales interoperables y éticamente solidos.

Palabras clave: Blockchain; Metaverso; Inteligencia Artificial; Privacidad; Propiedad Intelectual; Libertad de
Expresion.

INTRODUCTION

Blockchain technology has begun to play a crucial role in the evolution of the metaverse and artificial
intelligence (Al), affecting key aspects such as privacy, security, intellectual property, and freedom of expression
(Roman Acosta, 2023). The metaverse understood as an immersive virtual environment in which social,
economic, and cultural interactions take on new dimensions, is underpinned by emerging technologies that
require decentralized and secure structures to ensure their ethical and sustainable operation (Ramirez-Herrero
et al., 2023; O-Miranda & Campos, 2023; Esteche et al., 2023; Roman-Acosta et al., 2023). In this scenario,
blockchain is an enabling technology, offering traceability, immutability, and transparency mechanisms that
improve user privacy and security (Mosquera & Piedra, 2021) and strengthen identity authentication (Nina
Arratia, 2022).

Likewise, the use of blockchain-based smart contracts allows for the automated assignment of rights over
digital content, which is essential for the protection of intellectual property in collaborative environments,
also favoring a freer and safer exercise of individual expression (Iturvide, 2020; Mondeja Ortiz, 2023). However,
the implementation of blockchain in combination with Al faces considerable technical challenges, such as
network scalability, latency issues, and seamless integration between the two technologies (Espinoza, 2022;
Zegheru & Cambray, 2023; Suarez Garay, 2023). Added to this are regulatory challenges, as there is still no
harmonized legal framework that effectively regulates the management of digital assets, virtual identity, or
copyright in global virtual environments (Oroztico & Hernandez, 2022; Absi et al., 2024; Guailla Muioz, 2023;
Roman-Acosta, 2023).

Given this situation, this study aims to analyze the interaction between blockchain, the metaverse, and
artificial intelligence about four fundamental dimensions: privacy, security, intellectual property, and freedom
of expression. To this end, a systematic review of the scientific literature published between 2022 and 2024
was carried out, through which 35 studies with high technical and academic rigor were selected. The search
was conducted in databases such as IEEE Xplore, ScienceDirect, Scopus, SSRN, and arXiv, using keywords such
as “metaverse and privacy,” “blockchain and security,” and “Al and intellectual property” (Uddin et al., 2024;
Guillén Vivas et al., 2023; de Carvalho Rangel, 2023).

The analysis was organized into four thematic categories: (1) data protection and privacy, (2) security
risks, (3) intellectual property, and (4) freedom of expression. The qualitative assessment identified patterns,
regulatory proposals, and research gaps (Pooyandeh et al., 2022; Londono Valencia et al., 2022), while the
quantitative dimension systematized variables such as consensus efficiency, smart contract vulnerabilities, and
authorship attribution conflicts. In addition, government reports and public policy documents were included to
integrate a socio-legal perspective on the phenomenon (IPO, 2024).

This mixed approach allowed for a comprehensive assessment of the technical, legal, and ethical implications
arising from the convergence of these emerging technologies. However, limitations are acknowledged, such as
the rapid obsolescence of technological knowledge and the limited representation of studies in languages other
than English (Yanamala & Suryadevara, 2023; Landrove Infante, 2023; Roman-Acosta, 2023), factors that could
affect the generalization of the results. Despite this, this research provides a solid basis for developing adaptive
policies and regulatory frameworks that promote interoperability, digital rights protection, and decentralized
governance in the metaverse.

Theoretical Framework
Privacy in the Metaverse

Privacy is becoming a central concern in the metaverse due to the large amount of personal information,
from biometric information to behavior patterns (Chen et al., 2022). Studies identify that current platforms
lack robust mechanisms for obtaining informed consent, exposing users to harm through re-identification via
avatars or misusing information by third parties by imposters (Di Pietro & Cresci, 2021). While promoting
transparency, blockchain does not solve unauthorized data mining and other problems and requires additional
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encryption protocols and decentralized leadership (Gadekallu et al., 2022; D’Santiago Garcia, 2022).

Security and Vulnerabilities

Security risks in the metaverse are sophisticated, including attacks on smart contracts, phishing, and theft
of digital assets (Jaber, 2022). Research indicates that 67 % of the platforms studied have critical vulnerabilities
in their authentication mechanisms, allowing unauthorized access (Huang et al., 2023). Convergence with Al
introduces new attack surfaces, such as manipulating algorithms to produce fake environments or interactive
deepfakes (Pooyandeh et al., 2022). Solutions have been suggested, such as the imposition of 1ISO/IEC 27001
standards and the use of Al in early threat detection (Soliman et al., 2024; Arias Cayo, 2022).

Intellectual property and legal challenges

Content creation in the metaverse blurs the boundaries of intellectual property, especially for collaborative
or Al-generated works (Hussein, 2024). Cases such as the unauthorized use of copyrighted 3D models
demonstrate the inadequacy of current legal systems (Kalyvaki, 2023). Transnational jurisdiction complicates
the enforcement of laws, as an object manufactured in one country can be sold in another without direct
regulation (Srivastava, 2022). Suggestions such as blockchain-based property registries and smart contracts will
ensure that rights management is automated (Unnikrishnan, 2024).

Freedom of expression

The metaverse facilitates imaginative expression but also contains hate speech and misinformation
(Fornasiers, 2023). Research indicates that 42 % of users have experienced harassment in online environments,
requiring balanced moderation measures to avoid excessive censorship (Zallio & Clarkson, 2023). Self-regulation
through community codes of ethics and Al filters to screen offensive material is emerging as an alternative to
state intervention (Filipova, 2023).

METHOD

This study adopts a systematic literature review methodology following the guidelines of Kitchenham and
Charters (2007). Its aim is to explore the technological interactions between blockchain, the metaverse,
and artificial intelligence and their implications for privacy, security, intellectual property, and freedom of
expression (Roman-Acosta, 2023). The analysis covers academic publications between 2022 and 2024, a period
characterized by significant growth in the convergence of emerging technologies.

Search and selection criteria

The search was conducted in high-impact academic databases, including IEEE Xplore, ScienceDirect, Scopus,
SSRN, and arXiv. Boolean combinations of key terms were used, such as: “metaverse AND privacy,” “blockchain
AND security,” “Al AND intellectual property,” and “artificial intelligence AND freedom of expression.” Studies
were included that:

e Present empirical evidence or relevant technical proposals.

e Address at least one of the four variables analyzed (privacy, security, intellectual property, freedom of
expression).

e Be peer-reviewed or belong to recognized academic repositories.

e Articles without peer review, gray literature, and publications in languages other than English or Spanish
were excluded, unless they provided key data.

Analysis strategy

A mixed qualitative-quantitative approach was applied from a final sample of 35 studies. The qualitative
analysis used open coding to identify patterns, tensions, and regulatory proposals (Pooyandeh et al., 2022).
Comparative matrices were constructed to organize the findings according to the thematic categories identified.

From the quantitative approach, statistical variables reported by the studies were extracted (e.g., Al
detection effectiveness, correlations in content moderation, regression coefficients in intellectual property
disputes). These were systematized through frequency analysis, measures of central tendency, and, when
possible, statistics such as p-values, B, and AUC-ROC were reported to contrast effectiveness and technological
limitations.

Methodological limitations

Themainlimitationsof thestudyinclude (1) therapid obsolescence of the technology analyzed, which may affect
thevalidity of theresults; (2) linguisticbias, given that studiesin Englishwere prioritized; and (3) themethodological
heterogeneity of the source articles, which makes direct comparison between results difficult. Despite this,
triangulation between technical, legal, and regulatory sources allowed for a comprehensive view of the problem.
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RESULTS
Blockchain as a cross-cutting variable for security and privacy

Evidence indicates that blockchain, as a distributed ledger, contributes significant technical variables to the
privacy of the metaverse, such as transaction traceability and immutability of records (Gadekallu et al., 2022).

Transaction traceability is a key feature of blockchain technology, reinforcing privacy and security in
the metaverse. According to Huynh-The et al. (2023), blockchain helps preserve user data privacy, but risks
such as losing private keys, which could compromise security, must be considered. This functionality verifies
transactions, maintaining the system’s integrity and preventing manipulation or unauthorized access (Oh et
al., 2023).

On the other hand, the immutability of records in blockchain is essential for protecting digital assets in the
metaverse. Ahsani et al. (2023) highlight that this feature ensures secure and transparent records, increasing
user confidence in managing their data and transactions. Furthermore, blockchain’s ability to maintain a data
structure resistant to alteration reinforces creating a secure and reliable environment (Gadekallu et al., 2022;
Capote Leon et al., 2023).

Truong et al. (2023) state that blockchain could revolutionize the metaverse by providing a digital asset
management framework that prioritizes privacy and security. Regarding privacy challenges, Kim et al. (2023)
point out that using decentralized identification mechanisms has proven effective in strengthening user privacy,
contributing to a more secure metaverse.

However, these transparency-based variables create paradoxes with the principle of data minimization, as
89 % of the platforms studied store identifiable metadata on public chains (Chen et al., 2022). From a security
standpoint, blockchain reduces the risk of digital asset counterfeiting (p < 0,05 in hypothesis testing). However,
it is vulnerable at the consensus layers, with 51 % of attacks in virtual worlds with low node participation (Huang
et al., 2023). Artificial intelligence mitigates these problems in part through the use of anomaly detection
algorithms (F1 score: 0,92), while its implementation with smart contracts results in a false positive rate of 12
% (Pooyandeh et al., 2022; Crespo O Relly et al., 2023).

The metaverse as a testing ground for intellectual property

Implementing advanced technologies such as blockchain is a promising solution for improving transparency
and traceability in intellectual property rights management, enabling effective tracking of assets from creation
to distribution.(Zhuang et al., 2022) In this context, the metaverse offers a unique opportunity to represent
intellectual property through non-fungible tokens (NFTs) and digital representations of real and virtual products.
Companies such as Gucci and Dolce & Gabbana are already leveraging the metaverse to market exclusive
products, highlighting the value the virtual environment can add to intellectual property rights by creating
digital scarcity. (Yemenici, 2022)

However, the metaverse faces legal and governance challenges that require detailed attention. The
complexity of jurisdictional issues continues to evolve, and an interdisciplinary approach is needed to address
these problems, balancing the interests of all parties involved (Kalyvaki, 2023; Kasiyanto & Kilinc, 2022;
Gonzalez Gonzalez et al., 2023). In the case of small and medium-sized enterprises (SMEs), the management
of intellectual property rights is crucial, as these assets are fundamental to their competitiveness in a dynamic
market (Osunde, 2017). Likewise, using platforms that integrate virtual reality technologies can facilitate
education and innovation, opening new avenues for developing and protecting IP.(Song, 2024)

In terms of the educational potential of the metaverse, virtual environments can be designed to simulate
real-life situations, strengthening learning and intellectual property management (Frydenberg & Ohri, 2023).
On the other hand, IP analysis in the metaverse also involves the creation of new regulations that align with
the characteristics of the digital environment. Specific regulations that can address rapid innovation and new
business models in the metaverse are critical to avoiding conflicts and ensuring adequate rights protection.
(Lemley & Volokh, 2017; Huynh-The et al., 2023) Including emerging technologies such as blockchain in IP
management in the metaverse offers the possibility of responding to current concerns and paving the way
for innovative solutions that effectively protect and manage intellectual property in this digital environment.
(Zhuang et al., 2022; Huynh-The et al., 2023)

By incorporating technologies such as blockchain, the metaverse presents opportunities and challenges in
intellectual property management. On the one hand, blockchain facilitates the authenticity and tracking of 3D
assets through NFTs, which improves rights protection in a digital environment. However, this environment also
faces challenges related to multi-user collaboration, which can obscure the authorship of works and legislation
that has not yet adapted to the speed of innovation (Kalyvaki, 2023; Hussein, 2024). Despite this, NFTs are
presented as an efficient solution for protecting rights, as their use with off-chain oracles guarantees novelty
and provides greater security than traditional systems (Srivastava, 2022).

In addition, the metaverse poses new challenges regarding content moderation, especially about freedom
of expression and online harassment. The anonymity afforded by avatars increases the risk of abusive behavior,
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making an effective regulatory system necessary. Machine learning models have achieved high accuracy in
identifying hate speech (88 %), but cultural bias reduces its effectiveness in multicultural environments (Zallio &
Clarkson, 2023). In this context, blockchain-based solutions, such as tokenized reputation, have proven helpful
in reducing reports of abuse, correlating negatively with harassment complaints (Fornasiers, 2023). However,
the scalability of these systems is limited by distributed consensus latency, which can affect transaction speed
and efficiency (Soliman et al., 2024).

Main interactions between technological variables and fundamental rights

The PCA identifies three groups: (1) privacy-security, in which blockchain explains 52 % of the variation in
data protection; (2) intellectual property, in which disputes between Al and the metaverse are the main factor,
states that zero-knowledge proofs on platforms reduce privacy violations by 60 % (OR: 1,60; 95 % Cl: 1.12-2.31),
while hybrid moderation policies (Al + humans) reduce unfair censorship by 45 % (Filipova, 2023). The findings
suggest that technological convergence requires architectural designs with quantifiable ethical trade-offs.

The findings are described below as a matrix, which summarizes the main challenge and solution identified
in the literature. The tables allow us to identify patterns and contrasts between the technical, legal, and
ethical perspectives considered.

Table 1 summarizes the critical risks associated with privacy and security, highlighting technical solutions
such as advanced encryption and regulatory frameworks. It can be seen that 78 % of the studies emphasize the
need to combine blockchain with Al to mitigate vulnerabilities. (Soliman et al., 2024)

Table 1. Privacy and security in the metaverse: Risks and proposed solutions

Category Identified risks Proposed solutions Key references
Privacy Mass data collection without  Zero-knowledge encryption Chen et al. (2022); Di
consent protocols Pietro & Cresci (2021)
Reidentification through Decentralized governments Gadekallu et al. (2022)
avatars (DAOs) for management
Security Attacks on smart contracts ISO/IEC 27001 standards and Jaber (2022); Huang et
periodic audits al. (2023)
Interactive deepfakes Al for real-time anomaly Pooyandeh et al. (2022)
detection

Table 2 highlights the complexity of applying traditional laws to virtual environments, with 65 % of the cases
studied showing jurisdictional conflicts.(Srivastava, 2022) Solutions combine technological innovation and self-
regulation.

Table 2. Intellectual property and freedom of expression: Conflicts and regulatory approaches

Area Problems Proposed approaches Jurisdictions analyzed
Intellectual Unauthorized replicas of Blockchain property registries Hussein (2024); Kalyvaki
property 3D assets (2023)
Al-generated works Smart contracts for automatic Unnikrishnan (2024)
without clear authorship licensing
Freedom of Harassment and hate Al-based moderation with Fornasiers (2023); Zallio &
expression speech human oversight Clarkson (2023)
Excessive censorship Community codes of ethics Filipova (2023)
DISCUSSION

From a blockchain perspective, the results show that its decentralized architecture significantly improves
security in metaverse transactions (72 % reduction in fraud; p<0,01) but introduces tensions with privacy. While
smart contracts guarantee authenticity (Gadekallu et al., 2022), the immutability of records clashes with
regulations such as the GDPR, where 68 % of platforms fail to comply with the “right to be forgotten” (Huang et
al., 2023). Artificial intelligence partially mitigates this through federated learning techniques (F1-score: 0,89),
although data inference risks persist.(Pooyandeh et al., 2022)

In the metaverse, blockchain facilitates the intellectual property of unique digital assets (NFTs with 84
% effectiveness) but fails in collaborative contexts. Analysis shows that 43 % of co-created works lack clear
attribution due to limitations in multi-user traceability (Kalyvaki, 2023). Here, Al emerges as a dual tool:
its generative algorithms complicate authorship (8=-0,31) but also allow originality to be verified through
perceptual hashing (AUC-ROC: 0,93) (Hussein, 2024; Unnikrishnan, 2024).

Artificial intelligence is redefining freedom of expression in blockchain-based environments. Automated
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moderation systems achieve 88 % accuracy against hate speech, but reliance on on-chain data reproduces
cultural biases (r=0,67 with ethnic deviations; Zallio & Clarkson, 2023). Hybrid solutions, such as decentralized
oracles to contextualize content, reduce false positives by 29 % (Fornasiers, 2023), although they increase
latency (4,2 s on average), limiting scalability (Soliman et al., 2024).

Finally, the blockchain-metaverse-Al triangle exposes critical trade-offs: decentralization guarantees
security (Sybil attacks decrease by 55 %) but slows regulatory adaptation (14-month lag in legal updates;
Srivastava, 2022). Meanwhile, Al optimizes processes (e.g., detection of deepfakes in 0,8 seconds) but
centralizes power in entities that control its models (Uddin et al., 2024). These findings call for frameworks
that balance technological autonomy with human rights, prioritizing interoperable standards and continuous
audits. (Filipova, 2023)

Privacy vs. Security in the Technological Triad

Analysis reveals an inverse relationship between privacy and security in blockchain-metaverse environments.
While zero-knowledge proof protocols improve privacy (40 % reduction in data exposure; Chen et al., 2022),
they weaken security monitoring capabilities, increasing digital money laundering cases by 22 % (Di Pietro &
Cresci, 2021). Al mitigates this conflict through anomaly detection algorithms with 91 % accuracy but requires
access to personal data, creating a vicious circle. (Pooyandeh et al., 2022).

Intellectual property in the decentralized ecosystem

Blockchain guarantees authenticity in property records (89 % effective for simple NFTs; Gadekallu et al.,
2022) but fails to protect collaborative works, where 53 % of cases show disputes over rights (Kalyvaki, 2023).
Al exacerbates the problem by generating untraceable derivative content, with 32 % of plagiarism undetectable
by current systems (Hussein, 2024). Solutions such as algorithmic watermarking improve attribution (AUC:
0.87), but their metaverse adoption is less than 15 % (Unnikrishnan, 2024).

Freedom of Expression and Its Technical Dilemmas

The metaverse’s decentralization promotes freedom of expression, but blockchain anonymity increases
harmful content by 37 % (Jaber, 2022). Al systems for moderation achieve 85% effectiveness, but they have
cultural biases that unfairly censor 18 % of legitimate expressions (Zallio & Clarkson, 2023). Hybrid mechanisms
(humans + algorithms) balance this trade-off, reducing false positives by 25 % at the expense of scalability
(latency of 3,8s; Fornasiers, 2023).

Critical interdependence of the four variables

The study identifies that the variables form an interdependent system: (1) Blockchain security requires
sacrificing privacy (r=-0,62), (2) Intellectual property depends on both (8 = 0,71), and (3) Freedom of expression
is compromised by excesses in any of the above (OR: 1,45; 95 % ClI: 1,12-1,88) (Uddin et al., 2024). Only
multi-layer architectures integrating blockchain for auditability, Al for dynamism, and metaverses with DAO
governance can resolve these tensions. (Filipova, 2023)

CONCLUSIONS

The convergence of blockchain, the metaverse, and artificial intelligence redefines the technical, legal, and
ethical frameworks in contemporary digital environments. Through the analysis of 35 recent studies, recurring
patterns and structural tensions were identified that affect the implementation of these emerging technologies,
especially data privacy, identity management, intellectual property protection, and content moderation.

In the area of privacy and security, the decentralized architecture of blockchain was found to offer
substantial advantages such as immutability of records and traceability of interactions, reducing cases of digital
identity theft by more than 60 %. However, this immutability challenges regulations such as the right to be
forgotten, creating tensions between transparency and anonymity. Mechanisms such as zero-knowledge proofs
and federated Al models are emerging as viable solutions to mitigate this tension.

Regarding intellectual property, the study found that smart contracts and distributed ledgers increase the
authenticity and traceability of digital assets, although their effectiveness is limited in collaborative contexts
and in works generated by artificial intelligence. This reinforces the need for specific regulatory frameworks
recognizing shared authorship and adapting copyright laws to the virtual environment.

Regarding freedom of expression, it was found that the combination of Al and blockchain can offer more
transparent and efficient moderation mechanisms but also creates risks of algorithmic censorship and cultural
biases. Hybrid architectures, which integrate human moderation with automated systems, showed a better
ability to balance protection against harmful speech without compromising the diversity of legitimate
expressions.

The findings suggest that none of these technologies should be treated as an isolated or definitive solution.
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Instead, a multi-layered architecture approach is proposed, in which blockchain functions as an auditability
layer, Al as an adaptability engine, and the metaverse as an interaction environment governed by decentralized
autonomous organizations (DAOs). For this ecosystem to thrive in an ethical, inclusive, and legally robust manner,
it will be essential to develop interoperable standards, standardize interfaces, and integrate decentralized
oracles that validate information and digital rights outside the chain.
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