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ABSTRACT

Blockchain is a chain of blocks that are connected together and are continuously growing by storing 
transactions on the blocks. This platform uses a decentralized approach that allows the information to 
be distributed and that each piece of distributed information or commonly known as data have shared 
ownership. Blockchains holds batches of transactions that are hashed thus providing them security and they 
are managed by peer-to-peer networks. Blockchain, an information administration method, has the potential 
to encourage responsibility and openness. In a blockchain, each user of the computer network can access 
the same copy of the transaction ledger. The blockchain technology has the potential to handle various 
security attacks as it can eliminate the need of the centralized authority to perform various operations. In 
the blockchain technology, a number of users participate in transaction verification and validation.
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RESUMEN

Blockchain es una cadena de bloques que están conectados y en constante crecimiento mediante el 
almacenamiento de transacciones en los bloques. Esta plataforma utiliza un enfoque descentralizado que 
permite que la información sea distribuida y que cada pieza de información distribuida, comúnmente 
conocida como datos, tenga una propiedad compartida. Los bloques de la cadena de bloques contienen 
lotes de transacciones que están cifrados, lo que les proporciona seguridad y son gestionados por redes 
peer-to-peer. Blockchain, un método de administración de información, tiene el potencial de fomentar la 
responsabilidad y la transparencia. En un blockchain, cada usuario de la red informática puede acceder a 
la misma copia del libro mayor de transacciones. La tecnología blockchain tiene el potencial de manejar 
varios ataques de seguridad, ya que puede eliminar la necesidad de una autoridad centralizada para realizar 
diversas operaciones. En la tecnología blockchain, varios usuarios participan en la verificación y validación 
de las transacciones.

Palabras clave: Blockchain; Información Distribuida; Administración de Información; Open Blockchain; 
Blockchain Individual; Blockchain Híbrido; Blockchain Consorcio.

INTRODUCTION
Blockchain is a chain of blocks that are connected together and are continuously growing by storing 

transactions on the blocks. This platform uses a decentralized approach that allows the information to be 
distributed and that each piece of distributed information or commonly known as data have shared ownership.
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Blockchains holds batches of transactions that are hashed thus providing them security and they are managed 
by peer-to-peer networks.(1)

A blockchain has certain benefits such as security, anonymity, and integrity of data with no third-party 
intervention. These benefits make it a reasonable choice to store patient’s medical records on it, because 
the innovation of technology in the healthcare industry has made the security of patient’s medical data a top 
priority. A number of researchers have also identified that using blockchain technology in healthcare would be 
a feasible solution.(1)

The blockchain technology has the potential to handle various security attacks as it can eliminate the need 
of the centralized authority to perform various operations. In the blockchain technology, a number of users 
participate in transaction verification and validation.(2)

The blockchain reduces the risk of single point of failure and network attacks using the distributed network 
nodes. Use of the decentralized platform reduces fraud by time stamping entries, and information of users is 
stored in immutable ledger across the network using the smart contact. Blockchain eliminates manual processes 
like reconciliation between multiple isolated ledger and administrative processes which helps to reduce the 
cost of the system. Due to the use of various cryptographic linked chains, the speed of transaction and level of 
security is enhanced manyfold.(2)

DEVELOPMENT
Blockchain

Blockchain, an information administration method, has the potential to encourage responsibility and 
openness. In a blockchain, each user of the computer network can access the same copy of the transaction 
ledger. Data entered into the system cannot be changed afterward, and before it is added to the ledger, it is 
verified by other network users. Blockchain was primarily designed for cryptocurrencies in order to do away 
with the necessity for middlemen like banks and to guard against a high risk of fraud and theft.(3)

Key Characteristics
Below are some key characteristics of block chain:(4)

 • Data Immutability: this is the most important aspect since it guarantees that no data will be damaged. 
Every node in the system has a copy of the ledger, which is how this works. Therefore, every node must agree 
in order to change any data. Blockchain is now transparent and safe.

 • Decentralized: Blockchain technology is decentralized, which means it is not controlled by a single 
person, a single authority or government. Instead, a number of nodes oversee the entire process.

 • A single trustworthy source: in a blockchain, the distributed ledger serves as the lone source of truth. 
As a consequence, if you want to look up a certain transaction or discover who owns something, you just need 
to visit one place.

 • Provenance: with blockchain, every transaction, whether physical or digital, can be tracked from 
beginning to end.

 • Algorithm: all parties or nodes must concur to abide by the same rules for a transaction to be approved 
and recorded on the blockchain.

 • Anonymous: although each transaction is open to the public and transparent, the addresses serve to 
conceal the identities of the parties involved. For instance, in the case of a money transfer, the recipient will 
only be aware of the fact that the sender is associated with a bitcoin address but not the address itself. One of 
the many explanations for this is privacy.

Figure 1 shows the working steps of a Blockchain.

Figure 1. Working steps of a Blockchain
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Types of block chain
Open Blockchain

The decentralized systems principle can be fully implemented on these blockchains. There are no restrictions; 
anybody with a computer and internet access is welcome to join the network.(5) Because of its public moniker, 
which suggests that it is not under the authority of any one party, this blockchain is available to all users. 
Anyone who has internet connection and a computer with dependable hardware is eligible to participate in 
this open blockchain. Any additional nodes or network blocks that are there are copies on each machine in the 
network. On this public blockchain technology, we may also do transactions or document validation.

 • Advantages:
1. Reliable: There are algorithms that spot any fraud. Participants don't need to be concerned 

about the network's other nodes.
2. Secure: This type of blockchain is significant since everyone may use it. A wider variety of 

records are available in a sizable size.
 • Disadvantages:

1. Processing: Due to the transaction's size, the process goes very slowly. It takes a long time to 
validate every node.

2. Power Consumption: It takes a lot of energy to create proof of work. A high-quality computer 
system is necessary in order to join the network.

3. Recognition: Since there is no centralized authority, governments must cope with the difficulty 
of deploying technology more swiftly.

Individual Blockchain
These digital currencies are not as randomized as the public blockchain technology, which is the most secure 

of the bunch because only a select few nodes are allowed to participate.(6) These are opaquer than an open 
network. They are accessible only to specific permitted individuals. These distributed ledgers function on a 
private network. In this, an intranet within a company or organization is solely accessible to a small number 
of people.

 • Advantages:
1. Speed: The rate is high because the transaction is so little. Verification of each node requires 

less time.
2. Scalability: The scaling parameters are modifiable. The network's size can be manually selected.
3. Privacy: The degree of privacy has increased as a result of business demands for concealment.

 • Disadvantages:
1. Security: Since there aren't as many nodes of this kind, there's a chance that someone may 

control them. There are more security dangers with these blockchains.
2. The difficulty of building confidence is one of its main problems as a result of bureaucracy. 

Companies may use this technique to punish wrongdoing.
3. The distributed ledger system in its entirety might be in jeopardy if any of the nodes fall due 

to a limited amount available node.

Hybrid Blockchain
It is made up of a combination of public as well as private blockchain content, some of which is controlled by 

a particular organization and some of which is made available to the public.(7) It combines blockchains that are 
both public and private. Both permissioned and non-permissioned systems are used. Smart contracts make it 
possible for consumers to get information. Although a major entity is the legitimate proprietor of the combined 
blockchain, it cannot alter a transaction.

 • Advantages:
1. Ecosystem: The main advantage of this cryptocurrency is that it is hybrid. It cannot be hacked 

since 51 % of users do not have access to the network.
2. Price: Transfers are cheap since just a small number of nodes validate them. There is a decrease in 

the computational expense since not all nodes do the verification.
 • Disadvantages:

1. Efficacy: A hybrid Bitcoin is not accessible to everyone. Additionally, the company has certain 
issues with maintenance efficacy.

2. Slide: the individual may be given the option to have some information hidden. Whether an 
individual who requests access via a type of hybrid blockchain would be granted it depends upon the 
organization.
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Consortium Blockchain 
It is a novel approach that satisfies the needs of the organization. This blockchain, which also transmits or 

receives transactions, validates the transaction. Another term for it is Federal Blockchain.(8) This strategy is 
new in how it responds to the needs of the company, there are public and private areas  and the blockchain is 
controlled by several entities under this system.

 • Advantages:
1. Quickness: Because there aren't many users, verification happens quickly. The quick pace may 

make this more appealing to businesses.
2. Authority: It might involve several institutions and be distributed at every level. Power that is 

not centralized improves security.
 • Disadvantages:

1. Approval: Because the process has the backing of all the members, it is less pliable. Since 
multiple entities are involved, there may be differences in the vision of interest.

2. Openness: The organization might be attacked if it becomes corrupt. Organizations may hide 
data from users.

Consequences Mechanism
Evidence of work

The nodes participate in mineral extraction, which is a different name for the Proof of Work (POW) procedure. 
The difficult problems in mathematics that miners solve require a lot of computing power. ASIC mining, mining 
pools, CPU mineral extraction, GPU mineral extraction, FPGA mineral extraction, and many more methods 
of mining are used by miners to accomplish this. A block is awarded to a miner if they are the first to solve a 
mathematical puzzle. Trial and error are the only method to get the issues resolved. As a result of this, miners 
require a growing amount of computing processing power in order to get evidence of ownership.(9,10)

Evidence of ownership
Confirmation of Interest (POS) uses a random technique to decide who gets a chance to build the next block. 

Users of Blockchain can lock up the tokens they own by being validators for a predetermined amount of time. 
When a user reaches the validator status, they can build blocks. Validation can also be selected based on the 
architecture of the blockchain. Generally speaking, the possibility of building a new block is higher for the 
individual with the highest stake or longer ownership of the currency.(11,12)

Evidence of captivity
The proving of Capability method is putting solutions to challenging mathematical puzzles on digital storage 

devices like hard drives. The whole procedure of accomplishing this is plotting. Once a storage device has 
been filled with the solutions to mathematical issues, users can utilize it to manufacture blocks. The ability 
to develop new blocks is provided to users that resolve the issues the fastest. As a result, people with more 
storage will be more likely to generate new blocks.(13,14)

Evidence of ethnicity
In Evidence of the concept of identity, a user's private key is contrasted with an approved identity. A Proof of 

Identity is essentially a cryptography document that connects a user's private key to a specific transaction. Any 
registered user on a distributed ledger system can create a block of data which will be visible to everyone else 
on the network as a whole. Proof of identification ensures accuracy of information or integrity. Additionally, 
Proof of Identity, a blockchain consensus method, may be used by smart cities to validate resident citizenship.
(15,16,17)

Figure 1 summarize some of the potential uses of block chain in health domain, such as:
1. Blockchain works best for transactions that leave just an unimportant alphanumeric trace and profit 

from photograph and fixity. Block chain may be chiefly helpful in the healthcare industry for handling dynamic 
patient consent, data sharing and access permissions, medical and pharmaceutical supply chain management, 
and identity verification.(18,19,20)

2. Blockchain-enabled solutions are emerging to combat the COVID-19 pandemic, this as an authentication 
system to facilitate contact tracing in South Korea and a system to support swapping information and software 
code for research. Additionally, handling of the supply chain for medicines, medical equipment, and prospective 
vaccinations has been suggested or used with blockchain.(21)

3. For particular deals in the healthcare industry, such as those involving the purchasing along with 
shipment of drugs and medical supplies chains of custody, as well as the oversight of staff using places of 
confinement, records pertaining to patients, and other kinds of medical data, complete and permanent keeping 
of records may be essential.(22,23,24)
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4. The rate of advancement in the field of healthcare is accelerating at ever-increasing rates. Presently, 
there is a demand for high-quality medical facilities that are backed by cutting-edge and modern technology. 
Here, Blockchain would be important in revolutionizing the healthcare industry. Additionally, the structure of 
the healthcare system is changing in favor of a patient-centered strategy that emphasises two key components: 
always having access to the right resources for treatment. Healthcare firms may better deliver proper patient 
care and top-notch medical facilities thanks to the blockchain. Using this technology, the time-consuming, 
repeated process of health information exchange, which contributes to high healthcare expenses, may be 
resolved swiftly. Citizens can participate in health research programs using Blockchain technology.(25,26)

Figure 2. Potential of blockchain in health care
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